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Foreword
It is a remarkable time. New technologies such as Artificial Intelligence, blockchain or the IoT are increasing the opportunities
for new user experiences and businesses. However, these opportunities come with challenges that can affect privacy, security
and the overall customer trust which is key to the survival of the digital economy.
Some recent examples have shown the devastating effects that cyber attacks can have on businesses (for example through
business interruption) and citizens (data loss and trust). They also underline the potential vulnerability of the critical
infrastructure to such attacks, undermining the ability of providing critical or essential services. The frequency of cyberattacks
is expected to increase in the future, with perpetrators adopting constantly evolving and innovative means of attacking IT
infrastructures.
Europe’s private and public sectors are increasingly aware of and willing to respond to these threats, and this is no different
for the financial sector. Major investments are accordingly being made across these sectors in building their own defences,
but also in providing solutions and raising awareness of the need to be prepared.
Cybersecurity is currently high on the agenda of EU and national policymakers, with a range of initiatives being taken to
increase the cyber resilience of Europe’s financial sector. In May 2017, under the Digital Market Strategy midterm review,
the Commission identified cybersecurity as one of its three key priority areas for further EU action in the years to come. In
a similar vein, in October 2017, the European Council asked for the adoption of a common approach to EU cybersecurity
whilst the European Parliament adopted a non-legislative resolution calling on the EU to invest more in cybersecurity to
prevent attacks aimed at critical infrastructure and destabilising societies. The cross-border nature of cyber threats calls for
solutions to be developed both at EU and national level and in conjunction with broader initiatives at the G20 such as the
work of the G7 Cyber Expert Group.

Current and recent relevant initiatives
In September 2017, following the State of the Union Speech of the Commission’s President in which he emphasised the
importance of cybersecurity, the European Commission proposed a cybersecurity package. The package aims to update
the 2013 EU Cybersecurity Strategy and includes a number of measures aimed at increasing Europe’s cyber resilience and
joint response across the EU. As a concrete legislative measure, the Commission proposed a “cybersecurity act” to expand
the remit of the European Network Information Security Agency (ENISA) to govern a proposed European cybersecurity
certification scheme covering products and services, as well as being conferred a permanent mandate as the EU agency for
cybersecurity. The package covers other key initiatives such as means to increase information sharing between member state
authorities as well as among market players. In addition, a blueprint was recommended to streamline all procedures into
one single process and to better define the roles of stakeholders at operational, technical and strategic level should a major
cyber-attack or crisis occur affecting multiple member states.
The European Commission’s FinTech action plan of March 2018 also focuses on enhancing the security and resilience of the
European financial sector, as one of its three primary objectives related to the promotion of technological innovation across
Europe. It proposes non-legislative initiatives to further information sharing on cyber threats between financial market
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participants and to identify potential solutions while ensuring data protection standards are fully upheld and enforced. It
also calls on the European Supervisory Authorities (ESAs) to identify the threats facing the financial sector and assess the
need to draw up guidance in this area.
To ensure seamless electronic interaction between businesses, citizens and public authorities, the eIDAS Regulation applies
since 2015. It ensures that people and businesses can use their own national electronic identification schemes (eIDs) to
access public services in other EU countries where eIDs are available and creates an European internal market for electronic
signatures, electronic seals, time stamp, electronic delivery service and website authentication.
In addition, the European Central Bank (ECB) is also taking concrete steps to increase Europe’s financial sector resilience to
cyber threats:
• In June 2017, after a pilot exercise with major banks, the ECB announced the scheme for reporting significant incidents
• In April 2018, the ECB released a framework on cyber resilience oversight expectations for financial market infrastructures
(FMIs). The framework aims to aid FMIs implement the guidance on cyber resilience for FMIs published by the Committee
on Payments and Market Infrastructures and the International Organization of Securities Commissions (CPMI-IOSCO) in
June 2016, and provides overseers with clear expectations to assess FMIs and determine their cyber resilience maturity levels.
• In May 2018, the ECB published a European framework for Threat Intelligence-based Ethical Red Teaming (TIBER-EU) to
test the resilience of financial market entities considered critical for the functioning of the financial system. The framework
aims to harmonise penetration testing across member states to enable mutual recognition of tests and encourage crossauthority collaboration. .
Finally, major steps in information sharing and ability to respond to cyberattacks are being rolled out through the
implementation of the Network Information Security (NIS) directive and the General Data Protection Regulation (GDPR)
from May 2018.
• The NIS directive sets out a list of sectors that are considered as critical infrastructure or operators of essential services in
network security, which includes certain financial services players. The Directive sets out the requirement for the companies
under its scope to adopt risk management practices and report major IT security incidents to the competent national
authority. The requirement to report IT security incidents aims to help develop a culture of risk management and make sure
that information is shared between private and public sectors.
• The GDPR details the general obligations of the controllers and of those processing the personal data on their behalf
(processors). These include the obligation to implement appropriate security measures according to the risk involved in the
data processing operations they perform. Controllers are also required in certain cases to provide notification of personal
data breaches. It provides for very severe sanctions against controllers or processors who violate data protection rules, with
fines of up to €20 million or 4% of their global annual turnover.
• The application of both the GDPR and NIS Directive, and the notification requirements within them, will create a wealth
of cyber incident-related data that can greatly help understand and prepare for these risks better.

Challenges for the financial sector
Cybersecurity will remain a top priority on the EU agenda and an increasing challenge for both the public and private
sectors for the foreseeable future. The financial sector is already taking steps to not only comply with the new and future
requirements, but also going beyond to increase its resilience to cyber threats.
However, a coordinated and efficient regulatory/supervisory framework is needed to enable an effective environment for
institutions to maximise its cybersecurity resources and continue to manage and improve its cybersecurity programmes.
For example, the banking sector specifically is called to meet multiple incidents reporting requirements provided by both
sectorial (PSD2, ECB Target 2 and ECB/SSM) and non-sectorial legislation (e-IDAS, NIS Directive and GDPR).
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A single incident might require for a single institution the obligation to report to different Supervisory Authorities respecting
the relevant impact assessment details and thresholds, data set, timing, communication means. This creates fragmentation
into the overall incident reporting process. The challenge is therefore to streamline as much as possible this overall process
as it represents the first crucial step towards an efficient crisis management.
Several initiatives on incident reporting are in place which aim to make authorities aware of the need to harmonize taxonomies
and report templates and to implement vertical solutions involving financial institutions, their representative associations
and other stakeholders.
Similarly, for wholesale capital markets, firms are increasingly looking at means to harmonise regulatory frameworks and
certifications, ensuring a common baseline in the chain to become more efficient in response to cyber threats. Crucial
components of a firm’s recovery, prevention and preparedness response strategy include risk management and penetration
testing frameworks. In addition, wholesale capital markets firms perceive combatting cyberthreats as a shared objective,
therefore international cooperation and cross-industry initiatives, in the form of public-private partnerships, are concrete
initiatives needed to increase the overall cybersecurity lifecycle of the financial eco-system.
For the insurance sector specifically, companies are increasingly looking at the issue not only as potential victims of
cyberattacks but also as providers of solutions, notably by offering cyber insurance cover. The cyber insurance market in the
EU is still at a nascent stage, especially compared to the US. However, the application of the legislation mentioned above,
in particular the GDPR and NIS Directive, is expected to be a strong driver for the growth of the European cyber insurance
market.
Finally, identification and global prosecution of the different cyber attack actors is becoming increasingly challenging in
cyber space due to the lack of international jurisdiction agreements. Some efforts are already being undertaken, but more
will have to be done to overcome challenges brought on by a global challenge such as cyber.

Next Steps
In conclusion, cybersecurity is not only about securing the weakest link in the chain: public and private institutions need to
collaborate closer to find technical and legal tools to prevent and mitigate cyber attacks.
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